Entity permissions

To manage the permissions for entities, navigate to Admin -> Utilities -> Entity Permissions:

utilities Inventories Documents Global information Health Check Audit Log Queued Tasks

Dashboard
Entity Merger
A & ; - -
= An admin tool to merge two entities into one.
£ Audit Log Application Settings Service Monitors Relationship reassigner
B2 An admin tool to resign and reappoint multiple >
relationships
= Address updater
An admin tool to update addresses that reference an -
=] address provider.
Document
: Cheque template tester >
Books Locks Configuration User permissions An admin tool to test the output of a cheque template.
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siing Entity image updater
o Image P -
An admin tool to update entity images from a directory.
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W Logoffall users N
= Send a logoff request to all users with a timed warning.
Reports Enfity permissions Customer feedback

Block all logins

This only applies to non-admin users - admins can always

tog in and reset this. Doesn't log alt users out - use ‘Log off -
all users' for that. This s intended to stop them logging

back in again when you want them off the system.
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Refresh permissions
P >

(C]

Refresh your permissions without restarting.

m Refresh Screens N
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The following screen will be displayed which contains three columns, the left-hand column displays
any groups setup. Entity groups can be inclusive or exclusive, allowing you to create finely grained
permissions. Exclusions override inclusions which means that even though a user may be in five
groups that give them access to Entity A, if they are in any group that excludes them from Entity A,
they cannot see it.

Once you have selected a group the central column will display users and entities within that group
(two tabs). You can change the Users or Entities from group by dragging between the centre and
right-hand columns and click Save when you have finished. You can preview the entities a user can
see by selecting next to their name and clicking the blue hyperlink What can they see?
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Note that you cannot change the entities in the Global group and you cannot change either the
users nor the entities in the GlobalUsers group as these groups are maintained internally by the
system.



